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PURPOSE

The purpose of thislegidation isto require law enforcement agencies to consider specified
best practices when establishing policies and procedures for downloading and storing data
from body-worn cameras.

Existing law defines “peace officer,” as specified. (Penal CO@30, et seq.)

Existing law makes it a crime for a person, intentionally antheut requisite consent, to
eavesdrop on a confidential communication by medasy electronic amplifying or recording
device. (Penal Code § 632.)

Existing law exempts a number of law enforcement agencies finenprohibition in Penal Code
section 632,including the Attorney General, any district atfey, or any assistant, deputy, or
investigator of the Attorney General or any distattorney, any officer of the California
Highway Patrol, any chief of police, assistant Ebiflepolice, or police officer of a city or city

and county, any sheriff, undersheriff, or deputgrghregularly employed and paid in that
capacity by a county, police officer of the CounfyLos Angeles, or any person acting pursuant
to the direction of one of these law enforcemefiterfs acting within the scope of his or her
authority. (Penal Code § 633.)

! Penal Code section 633 also exempts listed laareent from the prohibitions in sections 631,.63832.6,
and 632.7.
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Thishill states the intent of the Legislature to establ@ities and procedures to address issues
related to the downloading and storage data reddrgiex body-worn camera worn by a peace

officer.

This bill states that law enforcement agencies, departnargsitities must consider the
following best practices when establishing poli@es procedures for the implementation and
operation of a body-worn camera system:

Designate the person responsible for downloadiage¢borded data from the body-worn
camera. If the storage system does not have autodmtvnloading capability, the
officer’s supervisor should take immediate physmadtody of the camera and should be
responsible for downloading the data in the cassnahcident involving the use of force
by an officer, an officer-involved shooting, or etlserious incident.

Establish when data should be downloaded to enbkaréata is entered into the system in
a timely manner, the cameras are properly mainticémel ready for the next use, and for
purposes of tagging and categorizing the data.

Establish specific measures to prevent data tamgpedeleting, and copying, including
prohibiting the unauthorized use, duplication, stribution of body-worn camera data.

Categorize and tag body-worn camera video at the the data is downloaded and
classified according to the type of event or inotdeaptured in the data;

Specifically state the length of time that recordath shall be stored,;

0 Unless either of the paragraphs below appliesyael@#orcement agency shall retain
nonevidentiary data including video and audio rdedrby a body-worn camera for a
minimum of 60 days, after which it will be erasdédstroyed, or recycled. Agencies
may keep data longer to preserve transparencycamavee it available in case a
citizen complaint arises.

o A law enforcement agency shall retain evidentiaatadncluding video and audio
recorded by a body-worn camera under this sectioa minimum of two years when
the recording is of an incident involving use afd® or an officer-involved shooting,
an incident that leads to the detention or arreanhandividual, or is relevant to a
formal or informal complaint against an officeraolaw enforcement agency.

o If evidence that may be relevant to a criminal poogion is obtained from a
recording made by a body-worn camera, the law eafoent agency shall retain the
recording for any time in addition to the amountiofe specified above and in the
same manner as is required by law for other eviglémat may be relevant to a
criminal prosecution.

o Each agency must work with their legal counselgtedmine a retention schedule to
ensure that storage policies and practices aremptance with all relevant laws and
adequately preserve evidentiary chain of custody.

o0 Records or logs of access and deletion of data Body-worn cameras must be
retained permanently.
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» State where the body-worn camera data will be dtoneluding, for example, an in-
house server which is managed internally, or amerdloud database which is managed
by a third- party vendor.

» If using a third-party vendor to manage the dateaste system, the following factors
shall be considered to protect the security arebitly of the data:

0 Using an experienced and reputable third-party eend

o Entering into contracts that govern the vendorti@hahip and protect the agency’s
data;

o Using a system that has a built in audit trail tevent data tampering and
unauthorized access;

0 Using a system that has a reliable method for aaticaily backing up data for
storage;

o Consulting with internal legal counsel to ensurertiethod of data storage meets
legal requirements for chain-of-custody concerns; a

o Using a system that includes technical assistaapatlilities.

» Require that all recorded data from body-worn casare property of their respective
law enforcement agency and shall not be accessedeased for any unauthorized
purpose, explicitly prohibit agency personnel fraatessing recorded data for personal
use and from uploading recorded data onto publicsmcial media Internet Web sites,
and include sanctions for violations of this protidm.

This hill defines “evidentiary data” as data of an inciden¢counter that could prove useful for
investigative purposes, including, but not limiteda crime, an arrest or citation, a search, a use
of force incident, or a confrontational encountéhva member of the public. The retention
period for evidentiary data is subject to statelemtiary laws.

Thisbill defines “nonevidentiary data” refers to data thasionot necessarily have value to aid
in an investigation or prosecution, such as datnadhcident or encounter that does not lead to
an arrest or citation, or data of general actigitlee officer might perform while on duty.

Thishill clarifies that the provisions in the bill shall ras interpreted to limit the public's right
to access recorded data under the California PRaoords Act.

RECEIVERSHIP/OVERCROWDING CRISIS AGGRAVATION

For the past eight years, this Committee has sureti legislation referred to its jurisdiction for
any potential impact on prison overcrowding. Mud§f the United States Supreme Court

ruling and federal court orders relating to théestaability to provide a constitutional level of
health care to its inmate population and the rdlagsue of prison overcrowding, this Committee
has applied its “ROCA” policy as a content-neutpatvisional measure necessary to ensure that
the Legislature does not erode progress in redumiisgn overcrowding.
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On February 10, 2014, the federal court orderedd®ala to reduce its in-state adult institution
population to 137.5% of design capacity by Febri2&y2016, as follows:

* 143% of design bed capacity by June 30, 2014;
» 141.5% of design bed capacity by February 28, 268,
» 137.5% of design bed capacity by February 28, 2016.

In February of this year the administration repotteat as “of February 11, 2015, 112,993
inmates were housed in the State’s 34 adult inigtits, which amounts to 136.6% of design bed
capacity, and 8,828 inmates were housed in outadé-$acilities. This current population is
now below the court-ordered reduction to 137.5%lesdign bed capacity.” ( Defendants’
February 2015 Status Report In Response To Febfidarg014 Order, 2:90-cv-00520 KIM
DAD PC, 3-Judge Cour€oleman v. Brown, Plata v. Brown (fn. omitted).

While significant gains have been made in redutiiegprison population, the state now must
stabilize these advances and demonstrate to tleealezburt that California has in place the
“durable solution” to prison overcrowding “consistly demanded” by the court. (Opinion Re:
Order Granting in Part and Denying in Part DefetslaRequest For Extension of December 31,
2013 Deadline, NO. 2:90-cv-0520 LKK DAD (PC), 3-gaedCourt,Coleman v. Brown, Plata v.
Brown (2-10-14). The Committee’s consideration of killat may impact the prison population
therefore will be informed by the following quests

» Whether a proposal erodes a measure which hashgett to reducing the prison
population;

* Whether a proposal addresses a major area of mafety or criminal activity for which
there is no other reasonable, appropriate remedy;

» Whether a proposal addresses a crime which isthirdangerous to the physical safety
of others for which there is no other reasonablyrapriate sanction;

* Whether a proposal corrects a constitutional prole legislative drafting error; and

* Whether a proposal proposes penalties which amopionate, and cannot be achieved
through any other reasonably appropriate remedy.

COMMENTS
1. Need for This Legislation
According to the author:

While the 2012 Rialto Study on body-worn camerasctaded that there is a
correlation between the use of body-worn camerdstanreduction of excessive
use of force complaints, we must not lose sighttihia is a developing
technology and we have yet to learn and fully us@ded how this technology is
being used in the field and the impact it has dicpeitizen behavior and on
crime. AB 69 focuses on providing guidelines fomahloading and storing body-
worn camera data for those law enforcement agetit£hoose to implement a
body-worn camera program.
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2. Effect of This Legislation

A number of law enforcement agencies are currgrahnitted to utilize body-worn cameras.
Existing law, however, does not require these agsrio have a policy prior to utilizing them.
This legislation would require law enforcement emsider best practices for the retention of
body-worn camera data should an agency draft ayoli

A recent report released by U.S. Department ofckistOffice of Community Oriented Policing
Services and the Police Executive Research Forudiest the use of body-worn cameras by
police agencies. (Miller and Tolivdmplementing a Body-Worn Camera Program:
Recommendations and Lessons Learned, Police Executive Research Forum (Nov. 2014).)sThi
research included a survey of 250 police agentigsryviews with more than 40 police
executives, a review of 20 existing body-camerdcpd, and a national conference at which
more than 200 police chiefs, sheriffs, federalipestepresentatives, and other experts shared
their knowledge of and experiences with body-wameras. Ifl.) The report shows that body-
worn cameras can help agencies demonstrate tramgyaeind address the community's
guestions about controversial eventd.)( Among other reported benefits are that the prese
of a body-worn camera have helped strengthen officefessionalism and helped to de-escalate
contentious situations, and when guestions do &ik®ving an event or encounter, police
having a video record helps lead to a quicker tggmi. (d.) The report made specified
recommendations related to data storage and retepdiicies:

14. Policies should designate the officer as the persoesponsible for
downloading recorded data from his or her body-worncamera.
However, in certain clearly identified circumstance (e.g., officer-
involved shootings, in-custody deaths, or other indents involving the
officer that result in a person’s bodily harm or death), the officer’s
supervisor should immediately take physical custodgf the camera and
should be responsible for downloading the data.

15. Policies should include specific measures to previetlata tampering,
deleting, and copying.

Common strategies include the following:
» Using data storage systems with built-in auditgrai

* Requiring the supervisor to physically take custofithe officer's body-worn
camera at the scene of a shooting or at anothieusancident in which the
officer was involved and to assume responsibilitydownloading the data
(see recommendation 14)

» Conducting forensic reviews of the camera equipmdtgn questions arise
(e.g., if an officer claims that he or she failede@cord an incident because the
camera malfunctioned)

16. Data should be downloaded from the body-wornaenera by the end of
each shift in which the camera was used.

Rationale: First, many camera systems recharge and cleaftatédduring the
downloading process, so this policy helps to ensameeras are properly
maintained and ready for the next use. Secondtewvéll be fresh in the
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officer's memory for the purpose of tagging ancegarizing. Third, this policy
ensures evidence will be entered into the systeartimely manner.

17. Officers should properly categorize and tag liy-worn camera videos at
the time they are downloaded. Videos should be ckified according to
the type of event or incident captured in the footge.

If video contains footage that can be used in &astigation or captures a
confrontational encounter between an officer anteanber of the public, it
should be deemed “evidentiary” and categorizedtagded according to the type
of incident. If the video does not contain evidenc it captures a routine, non-
confrontational encounter, it should be considénesh-evidentiary” or a “non-
event.”

Rationale: Proper labeling of recorded data is criticaltfwo reasons. First, the
retention time for recorded data typically depeodshe category of the event
captured in the video. Thus, proper tagging iscali for determining how long
the data will be retained in the agency’s syst&acond, accurate tagging helps
supervisors, prosecutors, and other authorizedpees to readily identify and
access the data they need for investigations at pooceedings.

Lessons learned: Some agencies report that reviewing and taggngrded data
can be a time-consuming process that is pronertmhterror. One agency
addressed this issue by working with the cameraufaaturer to develop an
automated process that links the recorded dateetagency’s records
management system. Some camera systems can diskeokto electronic
tablets that officers can use to review and tagnaed data while still in the field.

18. Policies should specifically state the lengtif time that recorded data
must be retained. For example, many agencies prowd0-day or 90-day
retention times for non-evidentiary data.

Agencies should clearly state all retention timethe policy and make the
retention times public by posting them on their gitds to ensure community
members are aware of the amount of time they hawvequest copies of video
footage.

Retention times for recorded data are typicallyjettito state laws and
regulations that govern other types of evidencgenties should consult with
legal counsel to ensure retention policies arempmiance with these laws:

» For evidentiary data, most state laws provide djgergtention times
depending on the type of incident. Agencies sheetdetention times for
recorded data to meet the minimum time requirethiwbut may decide to
keep recorded data longer.

* For non-evidentiary data, policies should folloatstlaw requirements when
applicable. However, if the law does not providedfic requirements for
non-evidentiary data, the agency should set atietetime that takes into
account the following:

o Departmental policies governing retention of ottypes of electronic
records
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o0 Openness of the state’s public disclosure laws

o Need to preserve footage to promote transparentynaestigate citizen
complaints

o Capacity for data storage

Agencies should obtain written approval for retemtschedules from their
legal counsel and prosecutors.

19. Policies should clearly state where body-woramera videos are to be
stored.

The decision of where to store recorded data \elehd on each agency’s needs
and resources. PERF does not recommend any partstarage method.
Agencies should consult with their department’salegpunsel and with
prosecutors to ensure the method for data storagesnany legal requirements
and chain-of-custody needs.

Common storage locations include in-house serveaméged internally) and
online cloud databases (managed by a third-partga®.Some agencies burn
recorded data to discs as part of the evidencéofidker.

Lessons learnedFactors that agency leaders should consider \hrmining
storage location include the following:

e Security concerns

» Reliable methods for backing up data
» Chain-of-custody issues

» Capacity for data storage

Lessons learnedPolice executives and prosecutors report that tlaee had no
issues to date with using a third-party vendor emage recorded data on an
online cloud, so long as the chain of custody caproperly established. When
using a third-party vendor, the keys to protectimgsecurity and integrity of the
data include the following:

* Using a reputable, experienced third-party vendor

» Entering into a legal contract that governs thedegmelationship and
protects the agency’s data

» Using a system that has a built-in audit trail teyent data tampering and
unauthorized access

* Using a system that has a reliable method for aaticaily backing up
data

» Consulting with prosecutors and legal advisors

(Id. at 42-45.)
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This legislation seeks to help implement thesemenendations by requiring law enforcement
agencies to consider best practices regardingaiwaldading and storage of body-worn camera
data.

3. Argument in Support
The California Public Defenders Association states:

CPDA supports the use of body-worn cameras by l@areement. Of equal
importance to the wearing of body-worn cameragaleies concerning the use
of these cameras and the proper storage of ddéctsa from these cameras.

CPDA believes that this bill is a good start inagdishing these policies. Once the
use of body-worn cameras by law enforcement beconoes common, these
policies may need to be revisited and updated sarenntegrity in their use and
integrity in the data captured by them.

Further, CPDA believes that the use of body-womexas will help build trust

between communities and their law enforcement @ficand promote the truth
finding process.

-- END —



